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CONFIDENTIAL: The following Statement by the President, and the accom- 
oinvirip Executive Order and memorandum relating to minimum standards for 
classifying and handling security information in the Executive branch of 
the Government, is for automatic release at / :00 p*m., EDi, iue-d y» 
September 25, 1951. No portion, synopsis, or intimation may be publ-s. ~ 
or broadcast before that time. 

PLEASE GUARD AGAINST PREMATURE PUBLICATION OR ANNOUNCEMENT. 


JOSEPH SHORT 

Secretary to the President 


STATEMENT BY THE PRESIDENT 

I have today signed an Executive Order to strengthen our 
safeguards against divulging to potential enemies information harmful 
to the security of the United States. 

This Order provides, for the first time, uniform standards 
for classifying and protecting security information throughout the 
Executive Branch of the Government. At the same time, tne order pro- 
hibits the classification of any information Dy any agency unless it 
cim sifew affirmatively that disclosure of the information would harm 
the national security. Therefore some agencies will never nave^ occasion 
to institute classification and many of - 'the others will have on±.y in- 
frequent need to do so. 

The necessity for this Order arises from the fact that security 
information occasionally involves, and must be handled by, agencies whicn 
normally do not handle security matters. The Order requires them to pro- 
b.ct security matters in the same manner as they would be protected m 
one of tne Lev defense agencies which have traditional classification . 
systems. On the other hand, the Order prohibits any agency from classi- 
fying non- security matters. . 


The American people have a fundamental right to information 
about tneir government, and there is no element of censorship, eitner 
direct or implied, in this Order. The Order applies only to officials 
md employees of the Executive' branch of tno Government. Tne puDlic is 
iv ou- .steel to cooperate, but is under no compulsion or threat 01 penalty 
to do so as a result of this Order. Furthermore, I nave directed every 
agency to keep constant watch ov,.r its classification activities for t^e 
purpose of reducing or eliminating classifications wherever ana men. /e. 
conditions permit. I expect each Department head or ms designated 
subordinate to investigate promptly and carefully any aliegea ino 
of uni us tified use of security classifications, as the result of Jxulo 


result of the clear segregation of security irom 


non-security information, I hope that the American people vh.ll receive > 

. l. v .. -t a 4 * h ad :.ihnn+. t.hf-ir Government as a result / ./ 


more, rather than less, information about their government a resu . 

. of this Executive Order* / 
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EXECUTIVE ORDER 
10290 


11 A 


PRESCRIBING REGULATIONS ESTABLISHING MINIMUM STANDARDS 
FOR THE, CLASSIFICATION, TRANS/OSSION, AMD HANDLING BY 
DEPARTMENTS- AND AGENCIES OF THE EXECUTIVE BRANCH, OF 

INfORMATIOW TOCIi REQUIRES SAFEGUARDING IN THE 
INlt'REoT OF THE SECURITY OF THE UNITED STATES. 


securiSJ^th ln ° rder P p0fcect the national 

guarding of official\nformatiof the^auSori'ed^dLSosSe of"" 

t0 impai " or — - 

WHEREAS it is desirable and proper that ainiraum standards 

Sh P ? Ce f^ eS designed to protect the national security agSst 
such unauthorized disclosure be uniformly applicable to all dmart 
“”‘ s and agencies of the Becntiv, SrmJh thf»«LSt ST" 

0ave?n”ntJ ™d ““ d “' elto ' xi by thosc ,,bo cl “ l «*>• <*« federal 

crnThr;^ 1,!,HE ? EAS i^' le furnish ing °f information to the public about 
Ld^marS^ofthof 3 "JJ 1 be + f acilitat ed by clear identification 
in tL'SS^t'orn'aSo^" Igr® 1 ' ° f "■>*«< 

the Co5b T f ElffiF0E !’ by VirtUe 0f the auth °rity vested in me by 
Sate- +h^ ^ Statutes > ^ d aa President of the United 

t? + lv u 16 regulations attached hereto, entitled w Pekulati nnc? 
Establishing Minimum Standards for the Classifica+i „„; Us . 

c“ 0 ?Sciif r b / B r rt "“ ts “ d ” S £”itIv“Ta» S S 0n ’ 

?L Sprite oTSe 0 “ n S'; IT 11 '” i» the ESt 

m r£^r'i»cV:, r iLrr^ f s 

the extent not inconsistent with law. n ^nt to 

^ th<ilr 

or access tc^cla- si r* ^ ,Jnlbed States '"ho may have knowledge of 

^a=s£®: 


THE WHITE HOUSE, 

S<nptenher 2ij , 1951. 


HARRY S. TRUMAN 
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* ' REGULATIONS ESTABLISHING MI NIMJM ' STANDARDS FOR THE 

CLASSIFICATION, TRANSMISSION > AND HANDLING, BY DEPART- 
MENTS AND AGENCIES OF THE EXECUTIVE BRANCH, OF. OFFICIAL 
INFORMATION WHICH REQUIRES SAFEGUARDING . IN ’"THE INTEREST 
' OF THE SECURITY OF THE UNITED STATES. 

PART I — GENERAL 

1. PURPOSE AND SCOPE 

a. The sole purpose of . these regulations is to establish 
minimum standards, which are to be maintained in all cases where 
higher standards are not established by appropriate authority, for 
identifying and protecting information the safeguarding of whi.ch is 
necessary in order to protect .the security of ..the United State?; 
and the minimum standards established by these regulations shall not 
supersede any higher standards established by appropriate authority. 

b. Nothing in these regulations shall be construed to 
replace, change, or otherwise be applicable with respect to any 
material or information protected against disclosure by any statute. 

c. Nothing in these regulations, shall be construed to 
authorize the dissemination, release, handling or transmission of 
classified information contrary to the provisions of any law. 

Executive order, or Presidential directive which restricts the 
dissemination, release, handling, or transmission of such information. 

d. These regulations shall apply only to classified 
security information as defined in paragraph b of Part II hereof, 
and the terms "classified security information,” "security classifi- 
cation,” "classify,” "declassify," "downgrade," "upgrade," "appropriate 
classifying authority" and "marking," as used in these regulations, 
apply or relate only to official information of the United States 
Government which requires safeguarding in order to protect the 
national security. ■ 

2. ' CATEGORIES OF CLASSIFIED S ECURITY I NFORMATION - There shall 

be four categories of classified security information which, in 
descending order of importance to national securi ty,, shall carry 
one 'of the following designations; "Top Secret"; "Secret"; "Confi- 
dential"; and "Restricted"; in addition to being specifically 
identified as "Security Information." No other classification or 
classifications shall be used to designate classified security 
information. . 

3. NON-SECURITY INFORMATION - Information, official or otherwise, 
shall not be classified under these regulations unless it requires 
'protective safeguarding in the. interest of the security of the 
United States. The use of any one of the four security classifications 
herein prescribed, combined with the identification "Security 
Information," shall be strictly limited to classified security 
information. 


PART II — DEFINITIONS 

k. CLASSIFIED SECURITY INFORMATION - The term "classified 
security information" as used herein means official information 
the safeguarding of which is necessary in the interest of national 
security, and which is classified for such purpose by appropriate 
classifying authority. 

5,. INFORMATION - The term "information" as used herein means 
knowledge which can be communicated, either orally or by means of 
material. 

6. MATERIA L - The term "material" as used herein means any 
document, product, or substance -on or in which information may be 
recorded or embodied. 


(OVER) 
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7. DOCUMENT - The term "document" as used herein means any 
recorded information regardless of its physical form or characteristics, 
ana includes, but is not limited to, the following: (l) all written 
material, whether handwritten, printed, or typed; (2) all painted, 
drawn or engraved material; (3) all sound or voice recordings; 

III/ all printed photographs and exposed or printed film, still or 
motion picture; and (5) all reproductions of the foregoing, by 
whatever process reproduced, 

6. PRODUCT AN£ SUBSTANCE - The terms "product" and "substance" 
as used, herein mean any item of material (other than a document) 

Irom which information may be obtained} apply to items in all stages 
? evelopment, processing, or construction; and induce elements, 
ingredients, components, accessories, fixtures, dies, models and 
mock-ups associated with such items. 

9. AGENCY - The term "agency" as used herein means any 
department or establishment within the Executive Branch, including 
any government corporation that is operated as an instrumentality* 
of tie Federal Government. 

10. UNCLASSIFIED INFORMATION - The term "unclassified information" 
as used herein means information -determined by the appripriste 
classifying authority not to require the procedural safs guards 
provided by these regulations and therefore not include! in one of 

the at orementionod security classifications. 

11. CRYPTOGRAPHIC SYSTEM - The term "cryptographic system" 
as used. herein means any document, product, or method employed to 
change information, from plain language form- into coded form', or 

o change information from coded form into plain language form. 

12. SERIAL MATTER - The term "serial matter" as used herein 

socramtpH Tt er l al t0 Wh u C !j a serlal ™mber is assigned' and which is 
accounted for at prescribed intervals and upon specified occasions. 

, , 13 r H LE ™ ; The 'term "telegram" as used herein means any 

men recording information transmitted or for transmission by 

transmission 6165 ^ 0110 ’ Cabl6j radio or other electrical n.eans of 

’ The term "classify" as used herein means to 
assign information to one of the four security classification 

renuff le tU r ^termination has been made that the information 
requires the security protection provided by these regulations. 

as used’h^ ^ RITY CL f bSIFICATICT1 ‘ The term "security classification" 
d bereia means the category into which information falls 

aS sp ? oified in paragraph 2 of Part I hereof. 

Should b ? ex ®rcised to insure that a particular security 
o is assigned only to such information as requires the 

class!fication eCtl0n made appllcable these regulations to that 

re-move 6 the^ So ASS y — 7 The „ ter “ "declassify" as used herein means to 
remove the security classification. 

as-im^ - The term "downgrade" as used hereir. means to 

asoign a lower security classification than that previously assigned. 

assivn^a hl Srf " Th + te n™ "V p ? rad f" as used herein mesns to 

^ ecurl ty classification than that previously assigned. 

W. APPROPRIATE classifying authority 

as used herein^eSrfS'helS^^^ " a PPr ? priate classifying authority" 
whom he has authn^fj ? f °L toe orl g ln ating agency aid those 
information pursuant to thesfreguiaflon^^^^ ******* 
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b. Material Officially Transferred from Originating 
keener to Another Agency, In the case of information transferred 
by or pursuant to statute or Executive order from one agency to . 
another for the latter's Use and as part of its official files, as 
distinguished from transfers merely for purposes of _ storage, the 
receiving agency shall be, deemed to be the "appropriate classifying 
authority" for all purposes under these regulations. 

c. M aterial of Defunct Agency Not Officially Transferr ed 

to Another Agency . VJhen any agency has in its possession, on or ei 
the effective date of these regulations, any classified security 
information which is then, or thereafter becomes, five years. old and 
it appears (1) that such information originated in an agency ^as 

since become defunct and whose records, files and o er m x 

not been officially transferred to another agency within the meaning 
of subsection "b" above, or (2) that it is ^impossible for e 
possessing agency to identify the originating agency, ana 
review of the information indicates that it should be downgraded 
or declassified, the said possessing agency shaU have power umer 
these regulations to declassify or downgrade such information, ix 
it appears probable that another agency may have a substantial 
interest in the Question whether the-, security classification of any 
particular information should be maintained, the possessing agency 
shall not exercise the power conferred upon it by this subsection 
until thirty days after the possessing agency has notified suen 
other agency of the nature of the information and of its inten ion 
to declassify or downgrade the same. During the ^thirty ay perio 
the other agency may, if it so desires, express its objections 
to declassifying or downgrading the particular information, butane 
power to make the ultimate decision shall reside in the possessing 
agency. 

20. MARKING - The term "marking" as used herein means the 
physical act r of indicating on- classified security information the 
assigned classification or change therein. \ 


21. RECORD MATERIAL - The term "record material" as used 
herein means all books, papers, maps, photographs, or other^ docu- 
mentary materials, regardless of physical form or charactens les, 
made or received by an agency of the United States Government in 
connection with the transaction of public business and preserve 
or appropriated for preservation by that agency or its legitimate 
successor as evidence of the organisation, functions, policies, 
operations, decisions,, procedures, or other activities of any 
agency of the Government, or because of the informational value 
of the data contained therein. 


*■ 

22 . NON-RECORD MATERIAL - The term "non- record material" as 
used herein means extra copies and duplicates the use for which is 
essentially temporary, including shorthand notes, used carbon paper, 
preliminary drafts, and other material of similar nature. 


PART III — RESPONSIBILITIES 

23, Ml PERSONNEL IN THE EXECUTIVE BRANCH 

a. The responsibility for the protection, pursuant to 
these regulations, of classified security information shall rest 
upon each individual in the Executive Branch of the Government 
having such information or knowledge thereof, no matter how that 
information or knowledge was obtained. 

b* Each individual in the Executive Branch shall be 
directly responsible for familiarizing himself with and adhering 
to all regulations applicable to him which are issued for the 
protection of classified security information. 

24. AUTHORITY FOR HEADS OF AGENCIES TO DELEGATE -The ultimate 
responsibility for the safeguarding of classified security information 
within an agpncy shall x'omain with and, rest upon the head of the 
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agency, but the head of. an- agency may delegate, the performance of 
any or all of the functions charged to him herein, including: 

, a * The issuance of such adcjitional instructions on the • 
safeguarding of classified security information as requirements of 
his agency may dictate; 

„ .. I 3 *. Maintenance of the : security of his agency* s messenger- 

courier systems for transmission; of classified security information; 

c. Authorization of* appropriate officials within his 
agency to assign information to the proper security classification 
under these regulations. Authorizations to classify security 
information as "Top Secret" or "Secret" shall be held to the mini- 
mum necessary for the performance of required activities, .and shall 
be maintained at a high level within the agency* The authorizations 
to classify security information as "Top Secret" shall- be sub- 
stantially more limited in number than those for "Secret" and shall 
be restricted to those officials whose functional requirements are 
such that they must have that authority; 

d. Designation of those authorized to receive "Top Secret" 
-security information; 

e. Designation of officials responsible for "Top Secret" 
security information control; 

f • Designation of individuals responsible for the 
security programs in the various organizational units of the agency; 

g. Appropriate investigation and clearance of personnel 
who are to have access to classified security information; 

h. Maintenance within his agency of a continuing review 
ot the use of security classifications to. insure uniform and proper 
application; 


t . *■. ** Establishment of procedures governing dissemination of 

classified security information outside his agency; 

i b Establ:i - shmen t of procedures governing charges in security 

ciassilication and the destruction of classified security information; 

. k * Thorough indoctrination of all individual;: of his 
agency m security regulations and procedures-; and 


, Issuance of additional instructions pertaining to 

communications security, serial matter, Restricted Data (as herein- 
afuer used), and other subjects- requiring additional regulations. 


PART IV 


RULES GOVERNING SECURITY CLASSIFICATION, 
UPGRADING, DOWNGRADING, AND DECLASSIFICATION 

■ ■ ! 

25 . GENERAL GLASSIFICATION PRINCIPLES 


of antvi -i nJf ri ~; f ' orfflit y Application of Classificatio n. Uniformity 

f R P1 Y i0 f° f class:l -fication shall be a requirement for the proper 
0f , C i a3 5 ified securit y information. In accordance K 
. p s f of Part 1 hereof, and in order to preserve the 

integrity of the security classifications "Top Secret," 'Secret " 

"Secui-itYlnfoLSd " R ® S +u i0te ' 1 1 ’" Kl ? el ? combined with' the identification 
y Information, these classifications shall be used only for 

nroterT P +r of + f der \ tifyin 2 information which must be safeguarded to 
protect the national security. & 


classify ji^west Consistent Classification . To avoid over- 
securitv depreciation ^ of the importance of properly classify 

and tr to avoid unnecessary .delay in the handling 

and transmission of documents and other material, security information 
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shall be assigned the lowest security classification 1 consistent with its 
proper protection* Use of the classification "Top Secret'* combined 
with the Identification 11 Security Information," shall be held at 
an absolute minimum. - Such classification shall be given only to 
information which plainly requires the highest, degree of protection 
m the interest of national security. The major criterion for the 
assignment of this classification shall be recognition of the fact 
that “unauthorized disclosure of information so classified would ' 
or could cause exceptionally grave danger to the national security* 

The classification "Secret" combined with the identification 
Security Information" shall be given only to information which 
requires extraordinary protection in the interest of national 
security* The classification "Confidential" combined with the 
identification "Security Information"' shall be given to such 
information as^ requires careful protection in order to prevent 
disclosures which might harm national security. The classification 
Restricted" combined with the identification "Security Information" 
shall be applied to information having such bearing upon national 
security as to require protection against unauthorized use or 

d ~!!? losure * Particularly information which should be limited to 
official use. 


c * Special Statutory Use of Term " Restricted Data . " 
The term "Restricted" as used herein shall not be confused with 
the term "Restricted Data," defined in the Atomic Energy Act of 
August 1, 1946 (60 St at, 766, c. 724, sec. 10(b)(1); 42 U.S.C* 
sec. 1810(b)(1)) as follows: 


"The terra ’Restricted Data’ as used in this section 
means all data concerning the manufacture or utiliza- 
tion of atomic weapons, the production of fissionable 
material, or the use of fissionable material in the 
production of power, but shall not include any data 
which the Commission from time to time determines may 
be published without adversely affecting the common 
defense and security," 


Nothing m these regulations shall be construed to authorize the 
classification, downgrading or declassification of "Restricted 
Lata, except by the Atomic Energy Commission in conformity with 
the provisions of the Atomic Energy Act, ■ 


26 . 


SOCIAL CLASSIFI CATION RULES 


ill Cl as sif i c ati on of Information . No change 
shali be made in the assigned classification of security information 
without the. consent of the appropriate classifying authority: 
extracts from or paraphrases of classified documents shall likewise 
he maintained m the assigned security classification unless the 
consent of the, appropriate classifying authority to downgrade or 
declassify such extract or paraphrase is secured, or unless the 
agency making such extracts knows positively that they bear a 
security classification lower than that of the document from which 
extracted, or that they are not classified. 


, * ■ k*- Classified Telegrams shall not be referred to, ex- 

lac ei * rom, paraphrased, downgraded, declassified, or disseminated 
except m accordance with special regulations issued bv the head 
ol the originating agency. 


Classified telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the 
transmitting agency. 


T „ c * lF:r ,° rmation Originated by a Foreign Government . 

and°f nrntoK ^ ^ ^ ass ^fj e ^ na ‘ ture originated by a foreign government 
rni shed, to the United States by that government shall be 
assigned a security classification which will assure a degree of 
protection equivalent to or greater than that required by the 
originating government. 
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d. « D ocum ents in General . Doctiments shall be classified 

according to their" o-wn content -and not necesesrily aceordJiig to 
their relationship to other, dooiim^rts. Refereno^s to. classified 
material which do not reveal classified security infomatd.orv- shall 
not be classified.- ' i '• ' - : 

e, Physically Connected l)ocvanents . The classificatioii 
of a file or group of phys ical ly conne cted docimierrts shall, be at 
least as high as that of the most highly classified document thar^in* 
Documents separated from the file ir group shall be handled in 
accordance with their individual security classification. 

f, Multiple Classification . A document, product, or 
substance shall bear a classification at least as high as that of its 
highest classified components. The document, product, or substance 
shall bear only one over-all security classification, notwithstanding 
that pages, paragraphs, sections, or components may bear different 
classifications. 

g. A Letter Transmitting Security Information shall be 
classified at least as high 'as" its highest clas sif iecT encj .os ure , 

% 

27, UPGRADING 

a. When information is upgraded, the appropriate 
classifying authority shall, so far as possible, notify a]l 
addressees to whom the information was originally transmitted. 

b. If the recipient of information believes that its 
assigned classification is not sufficiently protective, he shall 
safeguard it in accordance with the ; classification he deems 
appropriate and shall bring his reasons for such belief tc the 
attention of the appropriate classifying authority with a request 
for upgrading. 

28. DOWNGRADING AND DECLASSIFICATION 

a. Automatic . wherever practicable, the classifying 
official shall~pla.ce a notation on classified material, except 
telegrams, that after a specified event or date, or upon removal 
of classified enclosures, the material will be downgraded <or de- 
classified. 

b. Non -a.u tomatic . The appropriate classifying authority 
may downgrade or declassify security information when circumstances 
no longer warrant its retention in its original classification, 
ifllhen such information is downgraded or declassified the custodian 
of the record material, in the case of a document, or the custodian 
of the products or substances shall be so informed; and, when 
practicable, the other recipients of the material shall bo similarly 
advised, 

c. Review of Assigned Classifications -. It shall be the 
responsibility and obligation of every government official to keep 
classified security information in his custocfy constantly under 
review, and to initiate action toward downgrading or declassification 
as soon as conditions warrant. 


PART V 

DISSEMINATION OF CLASSIFIED SECURITY INFORMATION 

29. GENERAL 

a. No person shall be entitled to knowledge or possession- 
of, or access to, classified security information solely oy virtue 

of his office or position. 

b. Classified security information shall not be discussed 
with or in the presence of unauthorized persons, and the Latter shajJ. 
not be permitted to ins.pect .jor have aocoss.jto' suoh Jjiformxtd^h. 


Approved For Release 2001/09/07 : CIA-RDP78-04007A001 000040029-6 





Approved For Re 1031^2001/09/07 : CIA-RDP78-04007A00100004p029-6 


- 7 


c. The head of each agency shall establish a system for 
controlling the dissemination of classified security information 
adequate to the needs of his agency. 

30. LIMITATIONS ON DISSEMINATION 

a. Within the Executive Branch . The dissemination of 
classified security information shall be limited to persons whose 
official duties require knowledge of such information. Special 
measures shall be employed to limit the dissemination of "Top 
Secret" security information to the., absolute minimum. Only that 
portion of "Top Secret" security information necessary to the 
proper planning and appropriate action of any organizational unit 
or individual shall be released to such. unit or individual. 

b. Outside the Executive Branch . Classified security 
information shall not be disseminated outside the Executive Branch 
by any person or agency having access thereto or knowledge thereof 
except under conditions and through channels authorized by the 
head of the disseminating agency, even though such person or agency 
may have been solely or partly responsible for its production. 

c* Information Originating in Another Agency . Except 
as otherwise provided by section 102 of the National Security Act 
of 'July 26, 194-7, c.343, 61 Stat. 493, as amended, 50 U.S.C. 
sec. 403, classified security information originating in another 
agency shall not be disseminated outside the receiving agency 
without the consent of the originating agency. Documents and 
material containing security information which are classified 
"Top Secret" and "Secret" shall not be reproduced without the 
consent of the originating agency. 

d. Telephone Conversations . Classified security 
information shall not be revealed over the telephone, except 

that the head of an agency may" permit the practice of so discussing 
security information classified as "Restricted" which originated 
within his own agency. 

31. LOSS OR SUBJECTION TO COMPROMISE - Any person in the 
Executive Branch who has knowledge of the loss or possible subjection 
to compromise of classified security information, shall promptly 
report the circumstances to a designated official of his agency, 

and the latter shall take appropriate action forthwith, including 
advice to the originating office or agency. 


PART VI 

RULES GOVERNING HANDLING OF CLASSIFIED SECURITY INFORMATION 

(Including Marking, Transmission, Storage, and Destruction) 

32. MARKING - After determination of the classification to 
be assigned thereto, classified security information shall be 
marked ‘in accordance with the procedures herein set forth. In 
order to identify classified security information and to distinguish 
it from non-security information, classified security material 
must always be clearly identified with the words "Security Information^" 


a. Documents 

(l) Bound Documents . The assigned security classi- 
fication on bound documents, such as books or pamphlets, the pages 
of which ^ are permanently and securely fastened together, shall 
be consfilcuously marked or stamped on the outside of the front 
cover, on the title page, on the first page, on the back page and 
on the outside of the back cover* In each case the markings shall 
be applied to the top and bottom of the page or cover. 

, _ (2) Unbound Documents . The assigned 'security 

classification on unbound documents, such as letters, memoranda, 
reports, telegrams, and. other similar documents, the pages of 
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which aro not permanently and securely fastened together, shall 
be conspicuously marked or stnmocd at the top and bottom 3f each 
page, in such manner tnat the marking. will be clearly visible when 
the pages are clipped or stapled together# 

(3)- Charts , Haps , and Drawings . Classified charts, 
maps, and drawings shall carry the security classification marking 
under the legend, title block, or scale in such manner -that it will 
be reproduced on all copies made therefrom. Such classification shall 
also bo marked at the top and bottom in each instance* 

(il) Photographs , Films and Recordings * Classified 
photographs, films, and recordings, and their containers, shall 
be conspicuously and appropriately marked with the assigned security 
classification* 

b. Products or Substances * The assigned security 
classification shall be conspicuously marked on classified products: 
or substances, if possible; on their containers, if poss-.ble; or, 
if the: article or container cannot be marked, written notification 
of such classifica.tioncsha.il be furnished to recipients thereof* 

c* Additional Markings * 

(l) Material Furnished Persons not in tbs E xecutive 
Branch of the Government* when classified security information. 
axTc^ing TTTe mrtmajriaX’TIcfonse is furnished authorized persons, 
in or out of Federal service, other than those in the Executive 
Branch, the following notation, in addition to the assigned classifi- 
cation marking, shall whenever practicable be placed on the material, 
on its container, or on the written notification of its assigned 
classification: 

"This material contains information affecting 
the national defense of the United States within 
the meaning of the espionage laws. Title, 18, U*S.C*, 

Secs. 793 and 791; > the transmission or revelation 
of which in any manner to an unauthorized person 
is prohibited by law* !1 

Use of alternative marking concerning "Restricted Data” as defined 
by the Atomic Energy Act is authorized when appropriate* 

33. TRANSMISSION 

a. Preparatio n of Classified Security Information for 
T ransmission * 

(l) Outside an Agency * 

(a) "Tog. Secret " Security Information and _ 

" Secret " Securit y Information * 

1. "Top Secret" security information and 
"Secret"' security information shall be enclosed in opaque inner 
and outer covers* 

2* -The inner, cover shall be a sealed 
wra -per or envelope plainly marked with the assigned security 
classification and address. 

3. The outer cover shall be sealed and 
addressed with no indication of the security classification* 

km There shall be attached to or enclosed 
in the inner cover a receipt form containing no classified security 
information but identifying the addro-ssor, addressee and the docu- 
ment; such 'receipt will be signed by the proper recipient and returned 
to the sender* 
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direct contact with the 'inner 


Written material shall be protected from 
cover by a cover sheet or' by folding inward. 


(b) "Confidential 11 Security Information . 


. • _ . . , -, 1 * . "Confidential" security information shall be 

prepared for transmission in the same manner as that indicated for "Top 
oecret security information and "Secret" security infomation, except 
■ t shall be covered by a receipt only when the sender doems it 
necessary. • . 


■ (°) Restricted” . Security Information . 

Restricted” security information shall 
be transmitted in a sealed wrapper or envelope without any indication 
ox tne security classification, of the contents shown thereon. 


"Restricted” 


2. No receipt shall be required for 
security information. , 


(2) Within an Agency . Preparation of classified 
security information for transmission within an agency shall be 
governed by regulations,, issued by the head of the agency, insuring 
a degree of security equivalent to that outlined above for trans- 
mission outside an agency. . , ■ 

Transmission of Classified. Security Information. 

(i) "Top Secret” Security Information . 

. ( a ) The head of each agency shall, designate 

Top Secret Control Officers to receive, maintain registers of. and 
caspatch all "Top Secret” .security information. 

. . ' . (b) The transmission of "Top Secret” security 

information shall be effected (l) preferably by direct contact of 
oificials concerned,, or alternatively by specifically designated 
personnel, by State Department diplomatic pouch, by a messenger- 
courier system especially created for that purpose, or by electric 
means in encrypted form; or (2) in the case of information transmitted 
by tnv federal Bureau of Investigation, such means of transmission 
may be used as are currently approved by 'the Director, Federal 
bureau of Investigation, unless express reservation to the contrary 
is made in exceptional cases by the originating agency. 


.... "Secret” Secu rity Infomation shall be trans- 

mitted within the continental United States by .one of the means . 
established for "Top Secret” security information, by an authorized 
courier, by United States registered mail,, or by protected commercial 
express, air or surface. "Secret” security information may be trans- 
mitted outside the continental limits of the United States by one 
o the means established for "Top Secret” security information, 
by commanders or. masters of vessels of United States registry, or 
by United States Post Office registered mail through Army, Navy or 
Air -force postal facilities, - provided that the. material does not 
a any time pass out of United States Government control and does 
not pass through a foreign postal system. "Secret” security 
lniormati on may, however, be transmitted between United States 
Government and/or Canadian Government installations in continental 
mted States, Canada and Alaska by United States and Canadian ' 

registered mail with registered mail receipt. 


* (?) ^Confidential” Security Informati on shall be 

f-ir» ° United States by one of the means established 

classifications, by ordinary mail, or by express or 
^rcig under such specific conditions as may be prescribed by 
tne head^ol the department, or agency concerned. Outside the ‘ 
t Uni ^ States, "Confidential" security information 
q ‘X,t+ transmitted in the same manner as authorized for higher 
security classifications. 


(OVER) 

Approved For Release 2001/09/07 : CIA-RDP78-04007A001 000040029-6 


Approj^For Release 2001/09/07 : CIA-RDP7?rtko07A001 000040029-6 

- 10 - ' 


(4) "Restricted" Security Information shall be 
transmitted within the continental United States by an/ means 
authorized for higher security classifications , or by express or 
freight. "Restricted 11 security information shall be transmitted 
outside the continental United States by one of the me, ms established 
for higher security classifications, but .registration rf "Restricted" 
security information shall not be required when it is transmitted by. 
Army, Navy. or Air Force postal channels. 

31 *. PHYSICAL SECURITY 

a. S torage Facilities . . Classified security information 
not in actual use by, or under direct observation of, -in authorized 
peris on located in the same room shall be stored as set forth below: 

(1) "Top Secret" Security Information shall be 
stored in the most secure facilities available. Normally it will 
be stored in a safe, a steel file cabinet, or other steel container 
having a three position dial-type combination lock and being of such 
weight, size, construction, or installation as to minimize possibility 
of physical theft or damage by fire or tampering. In lieu of such a 
container, the material may be stored in a secure room or vault 
approved for such, use by the head of the agency and kept securely 
locked when not in use* Such approval shall not be construed to 
relieve the custodian of any responsibility for the safety of the 
classified security information* If the foregoing safeguards are 

not available, material so classified shall be kept under : surveillance 
of an armed guard when not in use.. 

(2) "Secret" and "Conf idential" Security Information 
shall be stored in a manner authorized for "Top Secret" security 
information, or in metal file cabinets equipped with a stee^ loc.tcbar 
and an approved three- combination dial- type padlock from which the 
manufacturer 1 s identification numbers have been obliterated, or in 
comparably. secure facilities approved by the head of the agency* 

(3) "Restricted" Security Information may be stored 
' in a manner authorized for higher categories of .classified security 

information, but ordinarily shall be stored. in a container equipped 
with a reasonably secure locking device, or in any oti'.er storage 
facility of comparable security approved by the head cf the agency. 

b. I nspections 

(1) It shall be the responsibility of the individual 
charged with the custody of . classified security information to 
accomplish the necessary inspections - within his area to insure that 
all procedural safeguards prescribed by these regulations are taken 
to protect such information at all times. 

(2) In each agency individuals shall be designated 
to make inspections on a room or area basis to insure tha;t all 
classified security information' has been properly and safely stored. 

c. Safe Combinations : 

(1) Safe combinations shall be. changed at least 
once a year; whenever a person knowing the combination is trans- 
ferred from the office to which- the safe is assigned; when a safe 
is first brought into an office; when the combination has been 
subjected to compromise; and at. such other times as is deemed 
necessary. 

(2) Knowledge of combinations shall .be limited to 
the minimum necessary for operating purposes. 

(3) Safe combinations shall be given a security 
classification. equivalent to that of the most highly classified 
security information authorized by these regulations co be con- 
tained in the safe. 
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35- DESTRUCTION OF- CLASSIFIED SECURITY INFORMATION 

a. Types of Material Much May Be Destroyed 

(1) Record Material may be destroyed only in 
accordance with the Act of July ?/ 1913, c. 192/57 St at. 380, 
as amended, hh U.S.C. secs. 366-380. 

(2) Non-Record Material may be destroyed as soon 
as it has served its purpose. 

b. Methods of Destruction . Classified record material, 
the destruction of which "has been authorized, and classified non- 
record material shall be destroyed by the following methods under 
procedures established by the head of the agency: 

(1) "Top Secret , " ^Secret 1 * and " Confidential " 
Security Documents shall be destroyed by burning; products and 
substances by an equally complete method of destruction; in each 
case in the presence of an appropriate official. The head of an 
agency may authorize destruction of documents other than by burning, 
provided the resulting destruction is equally complete. 

(2) "Restricted " Security Information shall be 
destroyed by burning, shredding or reduction to pulp, or an equally 
complete method of destruction# 

c * Records of Destruction . Appropriate records of 
destruction of material classified "Top Secret" and "Secret" 
combined with the identification "Security Information," shall 
be maintained in accordance with procedures established by the 
head of the agency. 


PART VII 

INTERPRETATION OF REGULATIONS BY THE ATTORNEY GENERAL 

36. The Attorney General, upon request of the head, of a 
department or agency or his duly designated representative, shall 
personally or through authorized representatives of the Department 
of Justice render an interpretation of these regulations in 
connection with any problems arising out of their administration. 
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